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JOB DESCRIPTION   
Job Title:     Senior IT Support Specialist   

             Program:     Administration and General  

             Reports to:  CFO 

             FLSA:         Non-exempt  

 
The following statements are intended to describe the general nature and level of work being performed.  

They are not intended as a complete list of all responsibilities, duties and skills required of personnel so 

classified 

 

SUMMARY: 

The Senior IT Support Specialist is responsible for the overall maintenance, monitoring, and 

troubleshooting of daily IT operations to promote staff's ability to fulfill agency's core mission. 

This includes but is not limited to, the inventory tracking of all hardware/software, workstation 

and network administration, staff training, troubleshooting, maintenance, and systems/data 

security for a medium sized organization with remote facilities. Additionally, the Senior IT 

Support Specialist works with management, staff, and consultants to identify, recommend, 

implement, and support cost-effective modern technology solutions. 

 

DUTIES AND RESPONSIBILITIES:  
 

1. User support: 

 Similar to helpdesk support. Respond to end-users' requests and provide technical 

advice/support, data recovery and problem resolution for local and remote users. 

 Prioritize and assign work requests with regard to impact on agency mission, time, and 

cost effectiveness. 

 

2. Network administration: 

 Administrate core network services such as Active Directory and Exchange. Maintain 

user accounts, security groups, and share permissions.  

 Maintain all security certificates and user/device licensing. 

 Develop and maintain data recovery systems and disaster recovery plans.   

 Monitor server and network performance for key devices and components.   

 Monitor data usage 

 Ensure all Microsoft, vendor software and hardware security updates/patches are applied 

and kept current company wide. 

 Configure, monitor, and troubleshoot routers, firewalls, smart switches, individual and 

network spam/content filters.  

 Maintain inventory, maintenance, and licensing records. 
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3. HIPAA compliance: 

 Actively investigate all company devices for the presence of incorrectly stored/saved PHI 

 Secure and periodically review, users' access to shared folders containing PHI 

 Ensure required hardware is encrypted 

 Compliant data destruction  

 Advise training coordinator regarding HIPAA-related rules for handling PHI 

 Periodically assess agency's security environment as it pertains to HIPAA 

recommendations.  

 

4. Device maintenance: 

 Regularly maintain end-users’ desktops, laptops, mobile devices, printers and peripherals.  

 Ensure all end-user equipment conforms to company policies. 

 Install, update and train users on software and application. 

 Ensure all Microsoft and software security updates are kept current. 

 Order replacement parts. 

 Research and recommend purchases of new equipment. 

 Set up and maintain mobile devices to include system updates, minor repairs such as 

screen or battery replacements. 

 

 

 

MINIMUM EDUCATION AND EXPERIENCE: 

1. 5+ years hands on experience in Information Technology systems or equivalent 

education / certifications. 

2. 2+ years experience in Active Directory management or equivalent certification.   

3. A+, NET+, and SEC+ Certifications required but can be obtained after employment. 

4. MCP, MCSE, or CCNA a plus.  

5. Experience with large networked environments (both LAN and WAN) a plus. 
6. Experience with Microsoft Exchange a plus.  

7. Must meet agency insurance criteria for operating agency and personal vehicles on 

agency business (21 y/o and licensed 3 years). 

 

KNOWLEDGE, SKILLS, AND ABILITIES (KSA) REQUIRED: 

Attention to detail and quality control required for this position. Demonstrated ability to quickly 

learn and support new technologies. Demonstrated understanding of PCs, laptops, printers, 

various Windows OS, and Microsoft Office Suites. Ability to handle stressful situations in a 

calm, composed manner.  Ability to quickly assess and assimilate a situation, then adjust 

approach to fit, is required.  Exceptional customer service and troubleshooting skills, problem 

solving and follow-up skills required. Must have the ability to work independently, with or 

without direct supervision.  Incumbent must be capable of providing information technology 

training to adults. Must have reliable transportation and maintain a good driving record in order 

to visit off site locations and provide technical assistance.  

 

LICENSES/CERTIFICATIONS REQUIRED: 

Alaska Driver’s License 
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IMMUNIZATION REQUIRED: 

Annual PPD Test 

 

WORK ENVIRONMENT: 

Majority of work occurs indoors within areas designated as offices and storage spaces. 

Occasional travel between agency worksites will be required. Individual will occasionally be 

subject to tight areas, working around cables, moving parts, and electrical components. Position 

requires incumbent to work alone as well as around others during routine support calls.  

 

PHYSICAL REQUIREMENTS: 

Light to Medium Work:  Computer and system components will require lifting and these devices 

range in weight from 10lbs. to 50lbs. Incumbent must be capable of walking, sitting for long 

periods of time, standing, kneeling, pushing, stooping, reaching above the shoulder, grasping, 

pulling and bending. The individual must be able to count, write, read, and speak in English, as 

well as identify colors, hear (w/aid), see, analyze, and alphabetize. 

 

ENVIRONMENTAL CONDITIONS: 

The worker is not subjected to harsh or extreme weather unless traveling between worksites. 
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